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Privacy and data
protection: Bermuda
Stephanie Sanderson, of BeesMont, identifies the nuances of the
incoming PIPA and GDPR regulation
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Interplay between GDPR and
Pipa
GDPR uses various key definitions
which do not necessarily have a Pipa
equivalent term although many of
the principles between GDPR and
Pipa are well aligned.
Under GDPR, a ‘data subject’
means an identified or identifiable
natural person and under Pipa an
‘individual’ means a natural person.
In a funds context this would likely
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investment management company,
for example.
Under

GDPR,

‘personal

data’

means any information relating to a
data subject, who can be identified,

Pipa does not have an equivalent

reviewed in light of obligations un-

directly or indirectly in particular by

term but imposes obligations on

der the appropriate privacy regimes.

reference to an identifier such as a

each organisation. This could cap-

In

name, an identification number, lo-

ture the investment management

documents or applications should

cation data, an online identifier or

company, fund or a fund umbrella,

contain relevant information with

to one or more factors specific to

for example.

respect to the use of personal data

cial identity of that natural person.
Under Pipa ‘personal information’
means any information about an
identified or identifiable individual.

fund

subscription

as well as consents for same. Pro-

the physical, physiological, genetic,
mental, economic, cultural or so-

particular,

GDPR and Pipa have each been
developed to address the era of big
data as well as mobile technology

spectuses and websites will also
likely need updating once reviewed
through this lens.
Relevant service provider contracts

and

any

other

relevant

third-party contracts should be re-

It is also worth noting that Pipa in-

viewed and updated, for example to

cludes specific provisions for ‘sensitive personal information’ defined as

Under GDPR, a ‘processor’ means

clearly delineate the split between

any personal information relating to

any natural or legal person, pub-

the data ‘controller’ and data ‘pro-

an individual’s place of origin, race,

lic authority, agency or other body

cessor’ (or ‘third party’) relationship

colour, national or ethnic origin, sex,

which processes personal data on

in administration agreements. Em-

sexual orientation, sexual life, mari-

behalf of the controller. Again, Pipa

ployment contracts will need to be

tal status, physical or mental disabil-

does not have an equivalent term

revised as applicable – for example,

ity, physical or mental health, fami-

but, as above, imposes obligations

in relation to employees of an in-

ly status, religious beliefs, political

on each organisation and it also in-

vestment management company.

opinions, trade union membership,

cludes third party provisions. This

Data retention policies will need

biometric information or genetic

may impact fund administrators,

to be assessed and/or implemented

information.

paying agents, depositaries, dis-

given that any personal information

For example, this might include

tributors or any other delegates or

used should be accurate and kept

information included on director and

agents that receive personal data

up to date to the extent necessary

officer registers, beneficial owner-

in relation to investment funds. Any

for the purposes of its use. Personal

ship registers and share registers,

entities processing fund subscrip-

information should not be kept for

Know Your Client (KYC), Anti-Money

tions or carrying out AML/ATF/KYC

longer than is necessary for its spe-

Laundering (AML), Anti-Terrorist Fi-

work for a fund may be caught here.

cific use. Different types of personal
data may require different retention

nancing (ATF) or other compliance
documentation, as well as data and

Recommended steps
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